Ransomeware




Ransomware

0 VEOC TUTtOC malware mou mpoomaBel val amoomaoel
XpApoto ano to moptodoAl oac. Eva amo ta Xepotepa
ransomware, to CryptoLocker, kpatdel Ta apyeio cag
KAeWOwpEva Kat {ntael "AUTpa”, Tl oToLla UIMOPEL va elvat
LLEPLKEC EKATOVTAOEC EVPW, TIPOKELUEVOU VAL 0O TAL
EekAelOWOEL.




* Kamola ransomware pmopet va eival petapdlecpeva. Na oog
eudavidovtal ya mapadeypa we mpoeldomonTKA pnvupato
Tou turou "O umoloylotng ooag €xel LoAuvBel pe 7.452 ouc.
NopakaAw ayopAoTe TO MPOIOV pag yla dpeon enilvon” n to
oAU yvwoto otnv EANada wg 1o¢ tng Alwéng HAekTpovikou
EvkAnuatoc.

L, HitmanPro Alert




* Ymapyel mepimtwon va xwOel kamouv Babld oto cuoTNUA OO,
eudavidovrag eva fekabapo pnvupa nw¢ Oa etadaviotel
HOVO €AV TIANPWOETE TO OAIOLTOUUEVO TIOCO OTOUC
dnuioupyou¢ Tou. AUTOC O TUTIOC ransomware Mmopel va
adalpeBel pe kamowa epappoyn adaipeonc malware i pe
ETOVEYKOTAOTAON TWV Windows.




CryptoLocker

* Eva amd ta XEpOTEPO ransomware Tou €UPAVIOTNKE TOV
tehevtaio  kawpo, Tto  CryptoLocker,  &ekwael nv
KPUTTTOYPAdNON TWV MPOCWTILKWY o0 PaKEAWV LE TO TTou Ba
EXELTIPOCBaon 01O cUOCTNHA, ATILYOPEVOVTAG OO VO OVOLEETE
omolodnmote Pakeho, eav O6ev yvwpilete to KAeWOL NG
Kpurttoypadnonc.
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Remove CryptoLocker Ransomware
& Restore and Protect Data Files




* Apéowc peta, to CryptoLocker Ba cac epdaviost Eva pvupa
To omoio Ba ococ¢ evnUEPWOEL OTL T OPXELX OOC €XOUV
kpurttoypadnbel Kol coC OMOUEVOUV HOVO HEPLKEC NUEPEC
LEXPL VAL TTANPWOETE.

Or your 4atg




* Eav touc mAnpwoete 100 evpw, Ba oag oteilouv To KAELSL TNG
Kpurttoypadnong kat Ba avaktnoouv ta KAEWOWUEVA OO
apxeia. To CryptoLocker oto petaév ocag kaBodnyel va
ETUAEEETE TPOTIO TANPWHNAC KOl OMECWC META TNV TMANPWUN
urtotiBetat ott Ba ocag otellouv TO KAWL ywon TNV
amokpumtoypadnon Twv apxeiwv oog.

Your computer was automatically blocked. Reason: Pirated software

Your computer 1s now blocked. 84 files have been temporarily blockec
To regain computer access and restore files you are required to pay
Blocked files will be ly removed from your computer if the
The NSB has two ways to psy a fine:
1.You can pay your fine online through BitCoin. BitCoin is availablg
Click the tabs below to find the nearest vendor. Your computer will
2.¥You can come to your provincial courthouse and pay yvour fine at ti
C

Your computer will be unlocked within 4-5 working days.

To regain access transfer bitceins to the following address

198tX7NmLgbeo [2Uv9ecSBVzZN3oEozpy
After the payment 1s finalized enter Transfer 1D below.

Amount : Transter 1D:
BTC 0.619 | PAY FINE

I1f the fine i1s not paid, a warrant will be issued for vour arrest




# CryptoLocker

Your personal files are encrypted!

Your important files encryption produced on this computer: photes, videos,
documents. etc. Hare is a complete list of encrypted files, and you can personally
verify this

Encryption was produced using a unique public key PSA-2042 generated for this
computer. To decrypt filesyou need to obtain the private key.

Tha single copy of the private key, which will allow you to decrypt the files, located
on a secret server an the Internet; the server will destroy the key after a time
spechied in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt files,
you need to pay 100 USD / 100 EUR / similar amount in anothar currency.

Click <Next> to select the method of payment and the currency.

Private key will be destrayed on
9/24/2013 Any attempt to remove or damage this software will lead to the immediate
6:21 PM daestruction of the private key by the server,

Time left
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BEBaa Sev pmopeite va eilote clyoupol MW oL ANATEWVECG Ba KPATHOOUV TO
AOyo touc. ' auto Kat dev ival kaAn LOEa va TTANPWOETE yla KavEva AOYo
TETOLOU €ld0UC amATEC.




Locky

* To OUYKEKPLUEVO KAKOBOUAO Aoylopikd amoteAel €€€ALEN Tou
yvwotoU  kakoPfouAou  AoylopikoUu  «Cryptolocker» n
«Ransomware», OUYKATOAEYETAL OTIC YNPLOKEC OTTELAEG
turnou Crypto-Malware kot duvatal va emnpedcel OAa Ta
AELTOUPYLKA cUCTAMOTAL.

_ Private-Words.com
Kostenloser Download:

Locky Virus
Ransomware Blocker

+

Virengepriifte Version u
gratis herunterladen.




* EWOIkOTEPQ, TO OUYKEKPLUEVO KAKOBOUAO AOYLOULKO, e€amAwveTal —
pnetadidetal Kuplwg, HEOW PNVUUATWY NAEKTPOVIKOU Taxudpoueiou,
Tou PEPOUV LOAUCUEVO ETILOUVATITOUEVO apXEilo, KaBwe Kal otav
ETILOKETTOMAOTE ETILODPAAELC I} LOAUOUEVEC LOTOOEALDEC.

* H AwevBuvon Alwénc HAektpovikoU EykAnpatoc tng EAANVIKAC
ACTUVOULOG, EVNUEPWVEL TOUC TIOAITEC, AUTOV Tov Kapo (Maptiog
2016), yw TNV €udavion Kol otV XwPo HAC, Tou KokoPBouAou

AoyLopLkoU «Locky».




* META TNV EYKATAOTAON TOU OTO AEITOUPYLKO OUOTNHA, TO
KOKOBOUAO aUTO AOYLOULKO, XPNOLLOTIOLWVTAC VA EEEALYLEVO
ocvotnuo Kpurmtoypadnong, Kpurmtoypadel — KAEWOwWVEL
dtadopoug tumouc Yndlakwv apxelwv, (evdelktika: *.doc,
*.docx, *.xls, *.ppt, *.psd, *.pdf, *.eps, *.ai, *.cdr, *.jpg, etc.),
TIOU €lval amoBOnKeVUEVA OTOV NAEKTPOVLKO UTIOAOYLOTH TOU
XpNotn mou €xeL HoAuvOel amo tov 10, dlvovtag Ttoug TNV
kataAnén «locky», evw yla va ekAelbwbBouv T apxeia, ol
dpaotec {NToUvV Ao TOV XPNOTN va KATAPAAEL XPNUOTIKO
T0GO.




* H kataBoAnl tou XpnUOTIKOU TIOOOU TIPOTELVETAL VO VYIVEL,
LECW OVWVULLOU TIPOYPOAUUOTOC TIEPLAYNONG, LE TN XProN Tou
JnoLakov vopiopatog bitcoin (BTC), katomiv unvupoTtog mou
eudaviletal otov xpnotn, e vnodeifelc kot odnyieg ywa tnv
TANPWHN.

[ Lockyecpterpage | x \(#

= e

St 0' * ) bdtxggamd crvbn,.onion c - P

We present a special software - -
which allows to decrypt and return control to all your encrypted files.

How to buy Locky decrypter?

You can make a payment with BitCoins, there are many methods to get them.

@ bit

You should register BitCoin wallet (simplest online wallet OR some other methods of creating wallet
. Purchasing Bitcoins - Although it's not vet easy to buy bitcoins, it’s getting simpler every dav.
Here are our recommendations:
LocalBitcoins.com (WU) - Buy Bitcoins with Western Union

Coincafe.com - Recommended for fast, simple service.




[Iwe¢ va amo@UYETE
T Ransomware




* Xpnolpomolnote €va kKaAd antivirus to omoio Ba eival Lkavo
va OTAUOTAOEL €va ransomware HOALC epdoaviotel. Ta
antivirus yevika 6gv eival atpwta, adou oL Tbavotntec va
HOAUVBeite pE ransomware €VwW EXETE EYKATEOTNUEVO
antivirus eivat vPnAec, aAAd TAPOAMEVEL €Vl KOAO HETPO
npootacioc.

{5 Melmarebytes Arsi-Ramsommare ([BETA) 0.94.297 =

Malwarobiytes

ANT I-RANSOMWA"l'ZE

@ Your system is fully protected

Real-Time Protection

® Ant-Ransomware Protechon s enabled Stop Protecton




* Antodelyete va ekteAeite Uumomta apxela. Ta ransomware
UTtopEL va. epdavioTouv pe KataAnén .exe peoca o€ email | oe
OeAOEC OTIC OTOLEC UTIAPXEL TIELPATLKO TIEPLEXOUEVO OTIWG
Towvieg kat mpoypadppata. Na €lote mMAVIO TTPOOEKTLKOL ME
QUTA TIOU KOTeBALETE KOl EKTEAELTE OTOV UTTOAOYLOTH OO,

w Reported Attack Page!
This web page at theflowerzf.info has been reported as an attack page

and has been blocked based on your security preferences.

Message from webpage
formation, use your

\“?./ Security threat! You need to upgrade vour version of Internet Explorer

are, but many are
[ OK ] [ Cancel ] ir owners.

Install the update for Internet Explorer




* Mnv avolyete pnvopata NAEKTPoVIKOU Ttayxudpopeiov armo
AYVWOTOUC OITOOTOAELC 1 €XOUV AyVWOTN TIPOEAEVON, VO LNV
avolyete touc ouvdeopoug (links) kat va pnv kateBalete ta
OUVNUMEVOL OpXELQ, TTIOU TIEPLEXOVTAL OE QUTA, yLa T ormolia
dev yvwpilete pe PeBaldotntad TOV AMMOCTOAEQ KOl TO
TLEPLEXOLEVO TOU CUVNMUHUEVOU OpXELOU.

ti 03-02-2015 18:00

Claude Whittenbeck <impostors@gtsmx.com>
Fax from +07885862087

Message @d_d_marine_ltdzza.zip (30KB) D

From: +07885862087

Date: 2015/01/18 16:58:45 CST
Pages: 2

ID: BIKSE68CE8765A04B

Filename: r_and_d_marine_ltd223.zip

R & D Marine Ltd
Claude Whittenbeck

To X & trgnsomwapeo QGryptoLocker € X €1 € p@eavi ot ei  pE
emailll akKOpun Kol Peldaw@tiau CX EMGEIKITobmnsers Je& o
uacg.




* Na €Xete TO TPOYPAMMOATO OOC TIAVIOL EVNUEPWUEVQ,
ocuvunepthapfavopevwy twv Windows. EAQv XpnOLUOTIOLELTE
tla taAld €kdoon tou browser oo ) MAALEC €KOOOELC TWV
EVKOTEOTNEVWY ETIEKTACEWV TOU TOTE £loTE €KTEOLUEVOL O€E
TETOOU €idouc ransomware. Emiong, €av €xete n Java
EVYKATEOTNMEVN, BYAATE TNV apEowc!

XE




° JuoTAveTal va  TAnktpoAoyouvtal ot Olevbuvoelg Twv
lotooeAidwv (URL) otov mepwinynty (browser), avti va
xpnotpornotouvtal untepouvdeapot (links).
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* Na onuloupyouv avtiypadpa oaodpaleiog tTwv opxeiwv Nng
OUOKeUNG Tou¢ (backup) oe taktd ypovikda OlaotApaTa, OF
eEWTEPLKO HEOCO amoBnKkeuong, £TOL WOTE OE TEPLTTWON
«TPooBoANCc» armo to KakoBoulo AoyLlouLko, va eivat duvati n
QTTOKOTAOTACN TWV OPXELWV TOUG.




AtevBuvon Alwéng
HAektpovikoU EykAnuatog

YrievOuplletal OTL yla ovaAoyo TIEPLOTOTLKA, Ol
NMOALTEC MTTOPOUV  va  ETKOWVWVOUV HE TNV
AlevBuvon Alwénc HAektpovikov EykAnpotoc ota
akoAouBa otolxela emikowwviaC:

* TnAedwvika: 11188

* 2TEAvVOVTOC e-
mail oto: ccu@cybercrimeunit.gov.er

* Meow tnc edpappoync (application) yia €€unva
tnAedwva (smart phones): CYBERKID

* Meow twitter: @CyberAlertGR



mailto:ccu@cybercrimeunit.gov.gr

Mnyec:
e http://www.pcsteps.gr/

* https://mega.nz/#help/sync

* http://pcpas.com/

* http://www.newsbomb.gr/ellada/astynomiko-
reportaz/story/678291/to-kakovoylo-logismiko-locky-eftase-
stin-ellada-ti-na-prosexete



http://www.pcsteps.gr/
https://mega.nz/#help/sync
http://pcpas.com/
http://www.newsbomb.gr/ellada/astynomiko-reportaz/story/678291/to-kakovoylo-logismiko-locky-eftase-stin-ellada-ti-na-prosexete




